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safeguarding policy with particular
\ reference to e-security and e- safety, A

O explore a range of curriculum resources
and approaches to addressing these areas;

O consider some support available to parents
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Inspectors will look at two elements in part

e-security (whether the school treats sensitive data

appropriately)
and
) e-safety (how e-aware children are and how safe
they feel) N



3

e-mail content

curriculum guidance for pupils

use of school e-mail

correct use of passwords

installation of software

disposal of redundant ICT equipment
safe use of images

removable devices




A Look At Resources

CEOP
(Child Exploitation and Online Protection)
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http://www.ceop.police.uk/safety-centre/
http://www.childnet.com/kia/primary/Homeschool.aspx

KIA (Know It All)
O Teachers Resources
O Captain Kara

O CBBC Stay Safe
O Dongle’s Guide

| D O Webwise
O CEOP Resources

O Click Clever Click Safe



Gocaic SN
leondlcim I

Hector's World
Safety
Button™

The Hector's World Safety
Button is a free download to
help protect you when you are
on the computer. Ask your
teacher or parent to help you
choose the right Safety Button
from the list below.

After they have A
installed the Button,
a Hector's World character will swim in the top right-hand corner of your
computer screen.

If you see something that makes you feel confused or scared when you are
using the computer, you can click on Hector (or one of his friends) to cover the
screen while you get some help.

You could also ask your teacher about using the Hector's World Safety Button
at school.

Download Hector's World Safety Button



http://www.thinkuknow.co.uk/5_7/hectorsworld/Hectors-World-Safety-Button1/
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3 Think You Know



http://www.thinkuknow.co.uk/5_7/LeeandKim
http://www.thinkuknow.co.uk/5_7/LeeandKim
http://www.thinkuknow.co.uk/5_7/hectorsworld
http://www.thinkuknow.co.uk/5_7/hectorsworld

) Childnet
k International

training and development
agency for schools

A department for
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next generation
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http://www.childnet.com/kia/primary/teachers.aspx
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http://www.childnet.com/kia/primary/smartadventure/default.aspx
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» Technical Help
» General Web FAQs

Dongle's Stay Safe Quiz

Testyour Internet safety knowledge with Dongle’s quiz
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CyberMentors

3 Childnet
() Ghidnet} - International

Digizen.org

NetSmartz
| Kids



http://www.bbc.co.uk/cbbc/help/web/besmart.shtml

child safety



http://www.bbc.co.uk/webwise/course/safety/childsafety/childsafety.shtml
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Mector:s Warld

Lee and Kim...Cartoon

Flease select

—Please Select-—-

[=]

Cartoon

Lee and Kim...Supporting Materials

|—Please Select--

Supporting Materials

Lee and Kim...5ID's Son
—Please Select-- |9£|
sSID

Hector's World Lesson Plans

—Please Select-—-

Hector's World Lesson Plans

Hector's World complete pack
|Hec:tc-r'5 World complete pack El

Contains lesson plans and supporting materials.
Mote: does not include Hector's World episodes - to view these please visit the b
-7 year old section of the Thinkuknow website.

Hector's World A2 poster
'Hector's World A2 poster |~

A, poster for the classroom promoting Hector's World.

Hector's World Song Sheet
'Hector's World Song Sheet |~ |

Sing along to the Hector's World theme tune.

Flease select

Flease select

Flease select

You must bhe
logoed in to
download this
FEsoUrTe.

You must be
logged in to
download fhis
FesoUnTe.

You must be
logoged in o
download this
Fesource,


https://www.thinkuknow.co.uk/teachers/resources/

Click Clever, Click Safe campaign

O The UKCCIS (UK Council for Child Internet Safety) public

awareness campaign was launched on Safer Internet Day on 9
February 2010.

O At the heart of the campaign was the
code.

Zip it: Keep your personal stuff private and think about what you
say and do online

Block it: Block people who send you nasty messages and don't
open unknown links and attachments
Flag it: Flag up with someone you trust if anything upsets you

or if someone asks to meet you offline

BLOCK IT FLAG IT



http://www.direct.gov.uk/en/YoungPeople/HealthAndRelationships/Bullying/DG_184893
http://www.direct.gov.uk/en/YoungPeople/HealthAndRelationships/Bullying/DG_184893
http://www.direct.gov.uk/en/YoungPeople/HealthAndRelationships/Bullying/DG_184893

O Caught In The Web @

O Tracy Beaker
@) (UK Council for Child Internet Safety)
O CEOP (Child Exploitation & Online Protection)

O Cyber Cafe \
O Star Riders —

O Kidsmart



http://www.direct.gov.uk/en/YoungPeople/HealthAndRelationships/Bullying/DG_184893

This page was made on Friday 24" jJune 2011

Internet safety: Caught in the
Web

Quiz: How much
do you know
about internet
safety?

Newsround special: Caught in the Web

§ Staying safe on "
the web Q&A
programme, and it's all about staying safe on the
internet.

The show, which is voiced by David Tennant, tells the story
— of a girl called Lonely Princess, who gets into danger after

One girl's tale of meeting someone in a chatroom.
danger online

Caught in the Web is the latest Newsround special

It also has lots of tips on how to be safe, and case studies
of children with real-life experiences of how things can go
wrong.



http://www.bbc.co.uk/newsround/13908828
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» Technical Help
» General Web FAQs
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Tracy Beaker "You Choose' Interactive Videos

Testyour Internet safety knowledge and help the Tracy Beaker gang stay safe online



IHOME

Hi, I'm Griff! Welcome to my
Cybercafé. Kids come here to chat
online, check their email and
personal online space and search

the web, sometimes even for
nomework. Have a look around to
see what they're up fo...

TURN SOUND OFF

FasT MenNuU

HELP







| work with kids I have kids

What's your favourite thing
to do online? Leam more
about the intemet and being
a SMART surfer here!

Make your join hands person
and share your advice!
Remember meeting up with
online friends can be

Contact

KidSMART (&



http://www.kidsmart.org.uk/

Resources Area

Download Resources

Monday 26 September 2011 11:00 — Site Update

The Resources area is funchioning as normal following recent updates to the website. Users that were having difficulties
downloading some of the Thinkuknow frainer's resources should now have full access to their accounts. Once again we
apologise for any inconvenience this may have caused. If you are still expenencing problems please contact
education@ceop.gov.uk.

You can download the resources most appropriate for the young people you are working with by selecting them and
adding them to your basket. When you are happy with your selection proceed to checkout. The resources you have

selected will be downloaded onto your pc.

Foundation Key Stage 1 (5-7) Key Stage 2 (8-10) Key Stage 3/4 (11-16) SEN All
Jigsaw - Key Stage 2 Assembly Flease select
--Please Select-- -

Jigsaw - 8-10's; a film which uses analogys to poritray the risks of posting
personal details online for everyone to see.

Cyber Café Resources Please select
--Please Select-- -
Cyber Cafe Resources

Posters Plegse select

—Please Select-- -
Posters



https://www.thinkuknow.co.uk/teachers/resources/

Facebook suggestions

O The terms and conditions for Facebook state that
users need to be 13 years of age. Anyone under
that age who has an account is violating the terms
and conditions and you can report them.

O Set boundaries for Kour younger children and
explain that, as with other forms of media, there
are age restrictions on using certain websites.

O Create a Facebook account yourself and be ‘friends’
with your teenage children. This will enable you to
monitor what they post on their wall and who they
add as ‘friends’.

O Ensure that your teenage children are aware of
some of the potential risks on Facebook, make sure
that they download the ClickCEOP application.



Facebook suggestions

O There are a number of excellent films that
highlight the danger or adding ‘Friends’ that
you don’t know in real life to social network
sites. CEOP have produced two films:

OKey Stage 2 - Jigsaw
OKey Stage 3/4 - Consequences

O You may also like to look at the film Ellie’s
Story from South West Grid for Learning.



SquirrelMet Home = Best Search Engines = Best for Kids = Safe Search using Google = UK

AN P

Safe Search for the UK

Using SafeSearch filter from Google

| Search |

GOGSI'E“ Custom Search

Mow available for 246 countries

Also from SqguirrelMet: Dictionary, Encyclopedia Search and Happy Mews Search
Share | /L o™ E3 e
Google Directory for Kids and Teens:

Arts (215,303) Health (55,175) School Time (9.782)
Computers (103.328) International (1.90\) Sports and Hobbies (91,984)
Directories (10+) Mews (8,032) Teen Life (434)
Entertainment (435) People and Society (215,248) Your Family (4,392)

Games (47,734) Pre-School (372)

SafeSearch is a trademark of Google Inc. This site is not sponsored by or endorsed by Google,
except for involvement in the Google Custom Search program.

Home About Contact Blog

Copyright © 1999-2011 by Mike Reynolds. All rights reserved.




= Watch a video to learn more about SafeSearch

SafeSearch for Google Images

Sign in

Enable the SafeSearch filter

1. Visit the Search Preferences page &.
2. In the SafeSearch Filtering section, choose the SafeSearch level you'd like to use:

= Strict filtering filters sexually explicit video and images from Google Search result pages, as
well as results that might link to explicit content.
= Moderate filtering excludes sexually explicit video and images from Google Search result
pages, but does not filter results that might link to explicit content. This is the default
SafeSearch setting.
= No filtering, as you've probably figured out, turns off SafeSearch filtering completely.
3. Click Save Preferences at the bottom of the page when you're done setting your preferences.




United States E

‘ GOugle Family Safety Center

Home We know how important it is to protect and educate young people on using the Internet

. and want to provide all of our users with a safe experience.
Google's safety tools

. When it comes to family safety, we aim to:
Advice from partners y Y

* Provide parents and teachers with tools to help them choose what content their
children see online

Tips from parents at

Google

Mare resources » Offer tips and advice to families about how to stay safe online

Partners * Work closely with organizations such as charities, others in our industry and
EAD government bodies dedicated to protecting young people

View more safety videos on our YouTube channel

m ﬁ Google safety tools .I- Advice from partners

We build tools into our products that help you manage We work closely with a number of child safety organizations
Internet safety. SafeSearch and YouTube Safety Mode help in the US. Read advice from these partners on topics that are
you control the type of content you see on these semvices and often conceming to parents such as meeting strangers online
you can learn more about these here. and cyberbullying.

Learn how to use our safety tools Read safety advice from our partners

® Report abuse o Video tips from Google parents

Several of our products enable users to share their own Watch videos of some of our parents at Google talking about
content and we count on our millions of community users to how they manage their children's safety online and read
report abuse on these platforms. Here's a quick guide to safety tips from Google.

reporting inappropriate content. .
poriing Inapprop Watch videos from Google parents

Learn how to report abuse in our products



| & Kidsguide.co.uk

Internet safety for children

Internet safety advice and safe links for kids and parents. Internet safety for children’s mobile phones and
smartphones. Internet safety for iOS, iPad, iPod, iPhones.

A few basics

Always supervise children & teenagers using the internet. This does not mean looking over their shoulder the whole time (you haven't got the
time and they won't thank you for it). Let your child enjoy using the internet as safely as possible by making sure all internet-enabled devices
are safely set up, by keeping updated on the latest developments and being aware of your kids' online activities.

Computers. No parental filter is foolproof so be aware of your child's internet use by keeping computers & laptops & other mobile devices in

rooms used by all the family.

Set up parental controls e.g. for Windows, click the Windows button then Control Panel then User Accounts and Family Safety to make user
accounts and set parental controls. Check your search engine is set to ultra safe search. e.g. on Google click settings then search settings

then scroll down and select strict filtering then save preferences.

Warn children not to give out any personal details or meet anyone off-line. Look at the sites they visit and, if appropriate, make sure they are

monitored by a moderator. Set strict privacy settings for Facebook.

Mobile phones. It's easy to forget that smart phones have internet access. Call your phone provider and ask them to add parental restrictions
to your child's mobile phone account. You can also download safe browsers for a small fee (e.g. www.mobicip.com for iPhones, Android etc.).

ioS, |Pad iPhone, iPod. The default browser on mobile Apple devices is Safari whlch cannot be set to restrict mappropnate sites. But you
fari friendly br i E : _k9web!

www.kidsguide.co.uk/parents_corner/internet_safety.htm




- SID (Safer Internet Day)

=\ SAFER
INTERNET

DAY 2013

BN 5 FEBRUARY N
Celebrate 10th Safer Internet Day

inst i fe Bl oo

www.saferinternetdav.orc






http://www.youtube.com/watch?v=ytcAf2-yIFc




Safe online??

Top 10 tips to be aware of what you share

9 . N 4 ® i s
What can you do as a parent? Help your children stay safe online
Introducing online parental tools A guide to parental tools on different devices







What else would you like to know?
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